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-Oversees security operations service line, technology governance and external / internal interfaces
in accordance with service operations and management processes

About the Role
Key Responsibilities:

* Qversees identity and access management services offered to customers inside and outside
of Novartis global IT Infrastructure.

* Oversees processes and resources delivering identity and access management services,
ensuring the coordination of these teams in overall planning activities, service delivery, and
issue resolution.

¢ Supports that all global supporting components of the service, including any associated SLAs,
OLAs and UCs are managed as an integrated service.



* Supports and delivers overall continuous improvement, cost reduction and performance of the
services.

* Assists with the regional and global monitoring, reviewing and reporting of performance
against the SLA/OLA service and/or portfolio.

* Performs service reviews, qualifications and self assessments to e.g. ensure conformance
with service-, quality-, audit, compliance, security and SOX requirements and industry best
practices (Inhouse Operations, Third Party Suppliers and external Service Providers).

¢ Assists with the planning, (with Architecture, and Governance) to establish the overall
services and the services delivery roadmaps.

¢ Ability to get involved with engineering and/or development activities to ensure timely delivery
of objectives.

Essential Requirement:

¢ Excellent understanding of Identity and Access Management concepts. Very good experience
in Core Oracle Identity Manager (OIM) Developer (Coding), Springboot and framework, Ul
React JS and Angular JS and REST API.

¢ University working and thinking level, degree in computer science or comparable education
and experience with 10 (or more) years of IT experience

* Good knowledge of Hibernate. Experience is managing 24*7 Engineering/developer activities
of OIM.

* Experience in Onboarding of applications on OIM IAM tool.

¢ Other knowledge like Active Directory, Azure MFA, Entra ID or Cyberark is added advantage.
Experience with regulatory frameworks, such as SOX, GxP, or similar.

¢ Individual contributor with ability to do Oracle Identity Manager (OIM) coding and manage
multiple projects/tasks together.

* Proven ability to manage multiple projects, initiatives, and deliverables which involves service
providers.

* To be constantly strive for business excellence and improvement. To be customer aware by
effectively listening, anticipating customer needs, and sharing customers” concerns

You~ Il receiveiYou can find everything you need to know about our benefits and rewards in the
Novartis Life Handbook. https://www.novartis.com/careers/benefits-rewards

Commitment to Diversity and Inclusion:
Novartis is committed to building an outstanding, inclusive work environment and diverse teams'
representative of the patients and communities we serve.

Join our Novartis Network: If this role is not suitable to your experience or career goals but you wish
to stay connected to hear more about Novartis and our career opportunities, join the Novartis
Network here:

https://talentnetwork.novartis.com/network


https://www.novartis.com/careers/benefits-rewards
https://talentnetwork.novartis.com/network

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter
future together? https://www.novartis.com/about/strategy/people-and-culture

Benefits and Rewards: Learn about all the ways we Il help you thrive personally and professionally.

Read our handbook (PDF 30 MB)
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Information Technology

Job Type
Full time
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Regular


https://www.novartis.com/about/strategy/people-and-culture
https://www.novartis.com/sites/novartis_com/files/novartis-life-handbook.pdf

Shift Work
No

var kPlayer = KalturaPlayer55802022 || KalturaPlayer; var config = { targetid:
"kalturaplayer6aabc5a69d46d020721644", provider: { widgetld: "10m7rm1pm", partnerld:
"2076321", uiConfld: "55802022" }, playback: { autoplay: false, autopause: false, muted: false, loop:
false }, sources: { options: {}, startTime: 0 }, disableUserCache: "true", plugins: {}, sources: { options:
{}, startTime: 0 }, ui: { showCCButton: false, settings: { showQualityMenu: true, showSpeedMenu:
false }, components: { fullscreen: { disableDoubleClick: false } }, uiComponents: [ { presets:
['Playback’, 'Live'], area: 'BottomBarRightControls’, replaceComponent: 'Fullscreen’, get:
kPlayer.ui.components.Remove } ] } }; // Check and add plugins only if they exist if
(kPlayer.plugins["download"]) { config.plugins.download = { disable: true }; } if
(kPlayer.plugins["transcript"]) { config.plugins["playkit-js-transcript"] = { position: "right", // Default:
bottom;('left’, ‘right’, 'top’, 'bottom’) to enable transcript. expandMode: "over", // Default:
alongside;(‘alongside’, 'hidden’, 'over’) expandOnFirstPlay: false, showTime: true, downloadDisabled:
false, printDisabled: false, disable: true }; } if (kPlayer.plugins[“preventSeek"]) {
config.plugins.preventSeek = { preventSeekForward: false, preventSeek: false }; }
config.plugins.floating = { disable: true }; if (kPlayer.plugins['navigation"]) { config.plugins.navigation =
{ position: "right", expandMode: "over", expandOnFirstPlay: false, visible: false }; } if
(kPlayer.plugins['hotspots”]) { config.plugins['playkit-js-hotspots’] = { disable: true }; } if
(kPlayer.plugins["'moderation"]) { config.plugins['playkit-js-moderation’] = { disable: true }; } if
(kPlayer.plugins[“info"]) { config.plugins['playkit-js-info’] = { disable: true }; } if
(kPlayer.plugins[“share"]) { config.plugins.share = { disable: true }; } config.ui.uiComponents = []; if
(kPlayer.plugins["googleAnalytics"]) { config.plugins.googleTagManager = {};
config.plugins.googleTagManager.customEventsTracking = {};
config.plugins.googleTagManager.containerld = 'GTM-57RJQ5';
config.plugins.googleTagManager.customEventsTracking.custom = [];
config.plugins.googleTagManager.customEventsTracking = { preset: { coreEvents: true, UIEvents:
false, playlistEvents: false, castEvents: false } }; }

/I Ensure the global player registry array always exists, regardless of embed type.
window.kalturaPlayerVideos = window.kalturaPlayerVideos || []; try { var thumbEmbedPromise =
thumbnailEmbed({config, medialnfo: {entryld: "1dgfvmafo"}}); // thumbnailEmbed() returns a
Promise that resolves with the player instance // when the user clicks the thumbnail. Use .then() to
capture the player directly. thumbEmbedPromise .then(function(player) {
window.kalturaPlayerVideos.push(player); // Notify kalturadatalayer.js that a new player is ready so
it can // attach custom event listeners immediately, regardless of when // the user clicked the
thumbnail relative to page load. document.dispatchEvent(new CustomEvent('kalturaPlayerReady’, {
detail: { player: player } })); }) .catch(function(error) { console.error(error); }); } catch (e) {
console.error(e.message) }



Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with
disabilities. If, because of a medical condition or disability, you need a reasonable accommodation for
any part of the recruitment process, or in order to perform the essential functions of a position, please
send an e-mail to diversityandincl.india@novartis.com and let us know the nature of your request and
your contact information. Please include the job requisition number in your message.
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