(b NOVARTIS

Sr Spec DDIT IES cloud Engineering

Job ID
REQ-10085140

801 25, 2026

India

g

Sr Spec DDIT IES cloud Engineer will be responsible for designing, engineering, implementing, and
operating enterprise Al infrastructure and platform capabilities that enable secure, scalable, and
governed adoption of Al technologies across the enterprise.

The role will focus on engineering enterprise Al platforms, developer environments, infrastructure,
automation, and enterprise integrations across SaaS Al platforms, cloud Al services, hybrid, and on-
premises environments. The role will collaborate with Enterprise Architecture, Hybrid Infrastructure,
Security, Identity & Access Management, Networking, End User Computing, Operations, Al
Enablement, and Business Technology teams.

About the Role

Key Responsibilities



* Design, engineer, deploy, and support enterprise Al infrastructure and platform capabilities.

* Onboard and integrate enterprise Al platforms with enterprise identity, networking, security,
monitoring, and operational services.

* Engineer Al developer environments, Al workspaces, API connectivity, model access, and
platform integrations.

¢ Develop reusable platform components, reference implementations, and engineering patterns
to accelerate enterprise Al adoption.

¢ Develop Infrastructure as Code (laC) solutions using Terraform, CFT, Bicep, ARM, Ansible, or
equivalent technologies.

¢ Build and maintain CI/CD pipelines for provisioning, configuration, deployment, and lifecycle
management of Al platforms.

¢ Automate infrastructure provisioning, platform operations, configuration management, and
operational workflows using scripting and DevOps practices.

¢ Implement platform monitoring, logging, observability, backup, disaster recovery, high
availability, and performance optimization solutions.

* Troubleshoot complex infrastructure, networking, platform, and integration issues across
enterprise Al environments.

* Support operational excellence through proactive monitoring, incident resolution, and
continuous service improvement.

Essential Requirements

¢ Bachelor's degree in Computer Science, Engineering, Information Technology, or equivalent
practical experience.

* 5+ years of experience in Al Infrastructure Engineering, Cloud Engineering and DevOps
toolsets

¢ Relevant Cloud, Kubernetes, DevOps, Security, or Al certifications.

* Experience engineering enterprise Al platforms supporting Generative Al and Al-enabled
workloads.

* Understanding of LLMs, Al APIs, Al agents, Retrieval-Augmented Generation (RAG), Model
Context Protocol (MCP), vector databases, model access patterns, and enterprise Al platform
architecture.

¢ Enterprise Al ecosystems such as ChatGPT Enterprise, Claude, Gemini, Azure Al Foundry,
AWS Bedrock, AgentCore, Vertex Al, Strands Agents SDK, LangGraph, CrewAl, Run.Al or
SLURM or open-source Al platforms.

* Kubernetes & Container Platforms

¢ Infrastructure as Code (laC), DevSecOps & CI/CD

Desirable Requirements:
* AWS & Azure Monitor, Prometheus, Grafana, Log Analytics, Kusto Query Language (KQL),
or equivalent monitoring platforms
¢ Al Developer Platforms (JupyterLab, VS Code, Al Workstations, Claude Cowork).
Commitment to Diversity and Inclusion

Novartis is committed to building an outstanding, inclusive work environment and diverse teams



representative of the patients and communities we serve.

Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with
disabilities. If, because of a medical condition or disability, you need a reasonable accommodation for
any part of the recruitment process, or in order to perform the essential functions of a position, please
send an e-mail to diversityandincl.india@novartis.com and let us know the nature of your request and
your contact information. Please include the job requisition number in your message.

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter
future together? https://www.novartis.com/about/strategy/people-and-culture

Benefits and Rewards: Learn about all the ways we Il help you thrive personally and professionally.

Read our handbook (PDF 30 MB)
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var kPlayer = KalturaPlayer55802022 || KalturaPlayer; var config = { targetid:
"kalturaplayer6a8f7838b903e238878952", provider: { widgetld: "10m7rm1pm", partnerld:
"2076321", uiConfld: "55802022" }, playback: { autoplay: false, autopause: false, muted: false, loop:
false }, sources: { options: {}, startTime: 0 }, disableUserCache: "true", plugins: {}, sources: { options:
{}, startTime: 0 }, ui: { showCCButton: false, settings: { showQualityMenu: true, showSpeedMenu:
false }, components: { fullscreen: { disableDoubleClick: false } }, uiComponents: [ { presets:
['Playback’, 'Live'], area: 'BottomBarRightControls’, replaceComponent: 'Fullscreen’, get:
kPlayer.ui.components.Remove } ] } }; // Check and add plugins only if they exist if
(kPlayer.plugins["download"]) { config.plugins.download = { disable: true }; } if
(kPlayer.plugins[“transcript"]) { config.plugins["playkit-js-transcript"] = { position: "right", // Default:
bottom;('left’, ‘right’, 'top’, 'bottom’) to enable transcript. expandMode: "over", // Default:
alongside;(‘alongside’, 'hidden’, 'over’) expandOnFirstPlay: false, showTime: true, downloadDisabled:
false, printDisabled: false, disable: true }; } if (kPlayer.plugins[“preventSeek"]) {
config.plugins.preventSeek = { preventSeekForward: false, preventSeek: false }; }
config.plugins.floating = { disable: true }; if (kPlayer.plugins['navigation"]) { config.plugins.navigation =
{ position: "right", expandMode: "over", expandOnFirstPlay: false, visible: false }; } if
(kPlayer.plugins['hotspots”]) { config.plugins['playkit-js-hotspots’] = { disable: true }; } if
(kPlayer.plugins["'moderation"]) { config.plugins['playkit-js-moderation’] = { disable: true }; } if
(kPlayer.plugins[“info"]) { config.plugins['playkit-js-info’] = { disable: true }; } if
(kPlayer.plugins[“share"]) { config.plugins.share = { disable: true }; } config.ui.uiComponents = []; if
(kPlayer.plugins["googleAnalytics"]) { config.plugins.googleTagManager = {};
config.plugins.googleTagManager.customEventsTracking = {};
config.plugins.googleTagManager.containerld = 'GTM-57RJQ5';
config.plugins.googleTagManager.customEventsTracking.custom = [];
config.plugins.googleTagManager.customEventsTracking = { preset: { coreEvents: true, UIEvents:
false, playlistEvents: false, castEvents: false } }; }

/I Ensure the global player registry array always exists, regardless of embed type.
window.kalturaPlayerVideos = window.kalturaPlayerVideos || []; try { var thumbEmbedPromise =



thumbnailEmbed({config, medialnfo: {entryld: "1dgfvmafo"}}); // thumbnailEmbed() returns a
Promise that resolves with the player instance // when the user clicks the thumbnail. Use .then() to
capture the player directly. thumbEmbedPromise .then(function(player) {
window.kalturaPlayerVideos.push(player); // Notify kalturadatalayer.js that a new player is ready so
it can // attach custom event listeners immediately, regardless of when // the user clicked the
thumbnail relative to page load. document.dispatchEvent(new CustomEvent('kalturaPlayerReady’, {
detail: { player: player } })); }) .catch(function(error) { console.error(error); }); } catch (e) {
console.error(e.message) }

Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with
disabilities. If, because of a medical condition or disability, you need a reasonable accommodation for
any part of the recruitment process, or in order to perform the essential functions of a position, please
send an e-mail to diversityandincl.india@novartis.com and let us know the nature of your request and
your contact information. Please include the job requisition number in your message.

Job ID
REQ-10085140

Sr Spec DDIT IES cloud Engineering

Apply to Job


mailto:diversityandincl.india@novartis.com
https://novartis.wd3.myworkdayjobs.com/en-US/Novartis_Careers/job/Hyderabad-Office/Sr-Spec-DDIT-IES-cloud-Engineering_REQ-10085140

Job ID
REQ-10085140

Sr Spec DDIT IES cloud Engineering

Apply to Job

Source URL:
https://www.novartis.com.cn/careers/career-search/job/details/req-10085140-sr-spec-ddit-ies-cloud-


https://novartis.wd3.myworkdayjobs.com/en-US/Novartis_Careers/job/Hyderabad-Office/Sr-Spec-DDIT-IES-cloud-Engineering_REQ-10085140

Page 7 of 7

engineering

List of links present in page

g~ wWNBRF

(o2]

. mailto:diversityandincl.india@novartis.com

. https://www.novartis.com/about/strategy/people-and-culture

. https://lwww.novartis.com/sites/novartiscom/files/novartis-life-handbook.pdf

. mailto:diversityandincl.india@novartis.com

. https://novartis.wd3.myworkdayjobs.com/en-US/NovartisCareers/job/Hyderabad-Office/Sr-

Spec-DDIT-IES-cloud-EngineeringREQ-10085140

. https://novartis.wd3.myworkdayjobs.com/en-US/NovartisCareers/job/Hyderabad-Office/Sr-

Spec-DDIT-IES-cloud-EngineeringREQ-10085140


http://www.tcpdf.org

