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The Senior Specialist - Control Assessments is responsible for performing independent project and
technology control assessments, identifying control gaps and technology risks, evaluating compliance
with internal policies and industry standards, and supporting remediation activities to strengthen the
organization's overall risk and control environment. The role supports the delivery of IT Compliance
and Control Assessment services across applications, platforms, cloud environments, infrastructure,
digital solutions, and emerging technologies

About the Role
#Hybrid

Key Responsibilities :



* Perform risk-based Control Assessments and support the delivery of IT Compliance and Risk
Assurance services.

¢ Evaluate control design and operating effectiveness against applicable policies, standards,
and control requirements.

¢ |dentify control gaps, compliance deficiencies, and potential technology risks.

¢ Recommend practical and risk-based remediation actions to address identified issues.

¢ Align findings, recommendations, and remediation plans with business, security, compliance,
and technology stakeholders.

* Track remediation activities through closure and validate evidence supporting issue
resolution.

* Support continuous improvement initiatives, automation opportunities, and control monitoring
activities.

¢ Contribute to awareness sessions, training programs, and enhancement of assessment
methodologies and guidance materials.

* Ensure adherence to Information Security, Risk, Compliance, and Governance policies and
procedures within the scope of assigned responsibilities.

Essential Requirement -

* Bachelor's degree in Computer Science, Information Systems, Engineering, Cybersecurity,
Accounting, or a related discipline.

® 5-7 years of experience in IT Audit, IT Risk Management, IT Compliance, Information
Security, Internal Controls, or related fields.

* Strong hands-on experience in IT control testing, risk assessments, compliance reviews, or
security assessments.

* Experience with SOX compliance and IT General Controls (ITGCs).

¢ Strong understanding of risk management principles, internal control frameworks, and
cybersecurity concepts.

¢ Excellent analytical, stakeholder management, communication, and report-writing skills.

* Experience with SOX, SOC1, SOC2, NIST, ISO 27001, COBIT, PCI DSS, GxP, or similar
compliance frameworks.

Desirable Requirement -

* Big 4 consulting experience.8-10 years of experience within large corporate environments..
* Professional certifications such as CISA, CISM, CRISC, CISSP, or equivalent.

Commitment to Diversity & Inclusion

We are committed to building an outstanding, inclusive work environment and diverse teams
representative of the patients and communities we serve.

Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with
disabilities. If, because of a medical condition or disability, you need a reasonable accommodation for



any part of the recruitment process, or in order to perform the essential functions of a position, please
send an e-mail to diversityandincl.india@novartis.com and let us know the nature of your request and
your contact information. Please include the job requisition number in your message.

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter
future together? https://www.novartis.com/about/strategy/people-and-culture

Benefits and Rewards: Learn about all the ways we Il help you thrive personally and professionally.

Read our handbook (PDF 30 MB)
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var kPlayer = KalturaPlayer55802022 || KalturaPlayer; var config = { targetld:
"kalturaplayer6a54c5f4eff20823623850", provider: { widgetld: "10m7rmlpm", partnerld:
"2076321", uiConfld: "55802022" }, playback: { autoplay: false, autopause: false, muted: false, loop:
false }, sources: { options: {}, startTime: O }, disableUserCache: "true", plugins: {}, sources: { options:
{}, startTime: 0 }, ui: { showCCButton: false, settings: { showQualityMenu: true, showSpeedMenu:
false }, components: { fullscreen: { disableDoubleClick: false } }, uiComponents: [ { presets:
[Playback’, 'Live'], area: 'BottomBarRightControls', replaceComponent: 'Fullscreen’, get:
kPlayer.ui.components.Remove } ] } }; // Check and add plugins only if they exist if
(kPlayer.plugins["download"]) { config.plugins.download = { disable: true }; } if
(kPlayer.plugins[“transcript"]) { config.plugins["playkit-js-transcript"] = { position: "right", // Default:
bottom;('left’, 'right', 'top’, 'bottom’) to enable transcript. expandMode: "over", // Default:
alongside;(‘alongside’, 'hidden’, 'over') expandOnFirstPlay: false, showTime: true, downloadDisabled:
false, printDisabled: false, disable: true }; } if (kPlayer.plugins[‘preventSeek"]) {
config.plugins.preventSeek = { preventSeekForward: false, preventSeek: false }; }
config.plugins.floating = { disable: true }; if (kPlayer.plugins['navigation"]) { config.plugins.navigation =
{ position: "right", expandMode: "over", expandOnFirstPlay: false, visible: false }; } if
(kPlayer.plugins["hotspots"]) { config.plugins['playkit-js-hotspots'] = { disable: true }; } if
(kPlayer.plugins["'moderation™]) { config.plugins['playkit-js-moderation’] = { disable: true }; } if
(kPlayer.plugins['info"]) { config.plugins['playkit-js-info'] = { disable: true }; } if
(kPlayer.plugins[“share"]) { config.plugins.share = { disable: true }; } config.ui.uiComponents = []; if
(kPlayer.plugins["googleAnalytics"]) { config.plugins.googleTagManager = {};
config.plugins.googleTagManager.customEventsTracking = {};
config.plugins.googleTagManager.containerld = 'GTM-57RJQ5;
config.plugins.googleTagManager.customEventsTracking.custom = [];
config.plugins.googleTagManager.customEventsTracking = { preset: { coreEvents: true, UIEvents:
false, playlistEvents: false, castEvents: false } }; }

/I Ensure the global player registry array always exists, regardless of embed type.
window.kalturaPlayerVideos = window.kalturaPlayerVideos || []; try { var thumbEmbedPromise =
thumbnailEmbed({config, medialnfo: {entryld: "1dgfvmafo"}}); // thumbnailEmbed() returns a
Promise that resolves with the player instance // when the user clicks the thumbnail. Use .then() to
capture the player directly. thumbEmbedPromise .then(function(player) {
window.kalturaPlayerVideos.push(player); // Notify kalturadatalayer.js that a new player is ready so
it can // attach custom event listeners immediately, regardless of when // the user clicked the
thumbnail relative to page load. document.dispatchEvent(new CustomEvent('kalturaPlayerReady’, {
detail: { player: player } })); }) .catch(function(error) { console.error(error); }); } catch (e) {



console.error(e.message) }

Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with
disabilities. If, because of a medical condition or disability, you need a reasonable accommodation for
any part of the recruitment process, or in order to perform the essential functions of a position, please
send an e-mail to diversityandincl.india@novartis.com and let us know the nature of your request and
your contact information. Please include the job requisition number in your message.
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