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At Novartis, you can do and be more than you may have thought possible as part of an inclusive
culture created to help you thrive personally and grow professionally.

We are hiring a Senior Specialist in our Information Security Team as part of the Data, Digital & IT
function at Novartis.

As part of this role, you will oversee security operations, service line, technology governance and
interface externally and internally in accordance with service operations and management processes
at Novartis.

About the Role

Location - Hyderabad #LI Hybrid



Key Responsibilities:

8 to 10 years of experience in Privileged Account Management using CyberArk.

* Implementation/Operations experience on CyberArk v12, V13.

* Responsible for privileged User account administration of various devices like Windows ,
UNIX DB Networks and Security etc.

¢ Excellent Knowledge in managing CyberArk workflow and policies.

* Basic knowledge of MSSQL, ORACLE, UNIX, Active Directory, Windows etc.

¢ Experience in integrating CyberArk with SIEM systems, ticketing systems (SNOW), enterprise
monitoring etc.

* Good Experience in working with AAM components.

¢ Support deployment, configuration and day-to-day operations of Conjur environments.

¢ Assist in onboarding applications to Conjur including application identity creation and secrets
mapping.

¢ Experience integrating Conjur with various DevOps tools and cloud-native environments.

* Build and maintain custom connection components using APIs and plug-ins.

¢ Collaborate with application and DevOps teams to understand Onboarding needs and build

reusable integration pattern.

Essential Requirements:

* 5+ yearsin IAM/PAM, 2-4 years hands-on CyberArk Conjur.

* Strong experience in designing and deploying Conjur in enterprise environments.

¢ Strong experience in integrating secrets management with CI/CD.

* Experience in new Conjur integrations. Experience in Connector/Plug-in development.
Good understanding of LDAP concepts.

Experience in using standard protocols like SSH, Telnet, RDP, etc. and related tools like
Putty.

Should have the ability to understand customer scenario and requirements (may include
customized integration situations) and be capable of suggesting solutions.

Desirable Requirements:

5+ years of strong PAM support experience.

Strong oral and written communications skills.

CyberArk Certified Sentry, Or other PAM product knowledge.
Good knowledge of infrastructure management.

You~ll receiveYou can find everything you need to know about our benefits and rewards in the
Novartis Life Handbook. https://www.novartis.com/careers/benefits-rewards


https://www.novartis.com/careers/benefits-rewards

Commitment to Diversity and Inclusion:
Novartis is committed to building an outstanding, inclusive work environment and diverse teams'
representative of the patients and communities we serve.

Join our Novartis Network: If this role is not suitable to your experience or career goals but you wish
to stay connected to hear more about Novartis and our career opportunities, join the Novartis
Network here:

https://talentnetwork.novartis.com/network

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter

future together? https://www.novartis.com/about/strategy/people-and-culture

Benefits and Rewards: Learn about all the ways we |l help you thrive personally and professionally.
Read our handbook (PDF 30 MB)
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