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NOVARTIS

Assoc. Dir. DDIT ISC SecOps PAM

Job ID
REQ-10055413

601 17,2025

India

gd

Oversees security operations service line, technology governance and external/internal interfaces in
accordance with service operations and management processes.

About the Role

Key Responsibilities:

10+ years of experience in Privileged Account Management using CyberArk
Implementation/Operations experience on CyberArk v12

Responsible for privileged User account administration of various devices like Windows ,
UNIX DB, Networks and Security etc.

Excellent Knowledge in managing CyberArk workflow and policies.

Basic knowledge of MSSQL, ORACLE, UNIX, Active Directory, Windows etc.

Experience in integrating CyberArk with SIEM systems, ticketing systems (SNOW), enterprise



monitoring etc.

Good Experience in working with AAM components.
° Installing CCP and CP with all possible application authentication methods
o Experience in configuring the CCP password calls
o Experience in configuring the SDK”s for CP.

Good overview of CyberArk DAP

Good Documentation skills

Experience in customizing the CPM plugins and PSM Connectors

Work Experience:

¢ 10+ years of strong PAM support experience

* Strong oral and written communications skills

* CyberArk Certified Sentry, Or other PAM product knowledge
* Good knowledge of infrastructure management

* Strong cross functional leadership.

* Project Management.

¢ |nteractions with senior management.

* People Leadership.

You~ll receive: You can find everything you need to know about our benefits and rewards in the
Novartis Life Handbook. https://www.novartis.com/careers/benefits-rewards

Commitment to Diversity and Inclusion:
Novartis is committed to building an outstanding, inclusive work environment and diverse teams'
representative of the patients and communities we serve.

Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with
disabilities. If, because of a medical condition or disability, you need a reasonable accommodation for
any part of the recruitment process, or in order to perform the essential functions of a position, please
send an e-mail to diversityandincl.india@novartis.com and let us know the nature of your request and
your contact information. Please include the job requisition number in your message

Join our Novartis Network: If this role is not suitable to your experience or career goals but you wish
to stay connected to hear more about Novartis and our career opportunities, join the Novartis
Network here:

https://talentnetwork.novartis.com/network

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter

future together? https://www.novartis.com/about/strategy/people-and-culture


https://www.novartis.com/careers/benefits-rewards
https://talentnetwork.novartis.com/network
https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:
https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we ” Il help you thrive personally
and professionally: https://www.novartis.com/careers/benefits-rewards
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IN10 (FCRS =IN010) Novartis Healthcare Private Limited
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Technology Transformation
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Full time
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